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Abstract 
The advent of the Technologies of Information and Communication (ICT) in education has 
brought the proliferation of new environments mainly used in distance and blended learning. 
This paper describes the design issues for the integration of streaming media and video 
conference techniques into a Virtual Private Networks specially designed to be used in 
education. Within this context we also present a plan for the learning and training process 
through the combination of classical didactics with the use of streaming techniques. 
Critical issues related to the use of streaming media in a training program when VPN 
infrastructure has been implemented in the training centers are also considered. 
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1. Introduction 
 
It is acknowledged that the use of ICT in education may provide the means not only for social 
and economic development, but also for educational improvement and to improve teaching 
and learning while focusing on the learning process. ICT use should focus not only on what 
learners learn, but also the way they learn1. 
One of the implications of the use of Information and Communication Technologies (ICT), is 
the creation of learning environments designed to help learners search for new information in 
the course of normal schooling, self-training, or re-training as well as to acquire new 
knowledge, a vital characteristic for all citizens of modern societies2  
The advances of Computer Mediated Communication (CMC) present an enormous shift in the 
manner learning is conducted. The provision of synchronous and asynchronous collaboration 
and the availability of enormous and ever expanding web-delivery courses provide a new 
dimension to the learning process3  
In open and distance learning, there exists a spatial gap as well as a and time gap between 
students and teachers, and the ability of CMC to surmount the physical and temporal 
constraints makes the web-based and teleconference–based teaching approach for the course 
delivery particularly useful and advantageous. 
The teleconference-based teaching must involve a creation of instructional materials that 
facilitate problem presentation; the required self investigations and analysis can be conducted 
through the online resources and the social interaction for peer-peer collaboration and learner-
teacher facilitation can likewise be easily performed through teleconference4 . If the view that 



 2

knowledge is both personally constructed and socially constructed is accepted, there are 
profound implications for the teaching and learning of science. 

Firstly, if knowledge is seen as being individually constructed, then learning does not only 
involve students in taking on board new ideas, but may require them to modify, develop, or 
change their prior conceptions. Such a view has implications for teaching: the role of the 
teacher becomes that of facilitator, organizing experiences that provide opportunities for 
learners themselves to restructure their ideas. Further, if teachers take on board that science 
itself is socially constructed, then this might also have implications for the ways in which is 
taught. 

In both cases, streaming media technology can influence the learning process because of 
the potential it offers for intervention by the learner or the teacher during the lesson. 
Moreover, the possibilities for versatile immediate interaction and feedback are quite good 
when the technologies of videoconferencing and streaming media are combined. 
 
Virtual Private Networks 
 
A VPN is a secure, private communication tunnel between `two or more devices across a 
public network (in our case the Internet). VPN devices can be either a computer running VPN 
software or a special device like a VPN enabled router and allows personal computer to be 
connected to office network or can allow two personal computers in different locations to 
connect to each over the Internet. 
Until recently VPN has meant the use of leased lines for the maintenance of a wide area 
network (WAN). To achieve that leased lines were used, which are providing any 
organization with a way to expand its private network beyond its geographic area. The 
obvious advantages of WAN are reliability, best performance, and security. Disadvantages 
concern mainly the quite expensive leased lines. The obvious solution is, instead of using a 
dedicated leased line, to use virtual connections routed through the Internet from the 
organization's private network to the remote site. 
 
Video Conference systems 
 
A videoconference (also known as a videoteleconference) is a set of interactive 
telecommunication technologies which allow two or more locations to interact via two-way 
video and audio transmissions simultaneously. It has also been called visual collaboration and 
is a type of groupware (e.g. http://en.wikipedia.org/). 
Synchronous tele-education requires systems of videoconference which transmit picture, 
sound and data between the trainer and the trainees. The systems of videoconference in terms 
of the telecommunication facilities used are classified into three categories: 

• Systems which are compatible with the H.320 PROTOCOL of ITU-T, for 
communication over ISDN links. 

• Systems which are compatible with the H.323 PROTOCOL of ITU-T, for 
communication over TCP/IP networks. 

•  Systems which are compatible with both of the above PROTOCOL (H.320/H.323).  
Η.320 and Η.323 are “umbrella” patterns that support protocols for the transmission of video, 
sound and applications for common use. 
 
The streaming media technology 
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Streaming is the process of sending media over the Internet or other network, allowing 
playback on the desktop as the video is received, rather than requiring that the entire file be 
downloaded prior to playback. 
Streaming media enables real-time or on-demand access to audio, video, and multimedia 
content via the Internet or an intranet. Streaming media is transmitted by a specialized media 
server application, and is processed and played back by a client player application, as it is 
received, leaving behind no residual copy of the content on the receiving device. Streaming 
technology enables a video (or audio) file to be played, while it is being “taken” –not 
downloaded- from the internet. 
Video streaming means that a sequence of "moving images" is sent in compressed form over the 
internet, without waiting for the whole file to be transmitted to the desktop computer. Instead, the 
media is sent in a gradual continuous stream to the desktop computer, and is played as it arrives5.  
 
2. The design principles of the proposed infrastructure 
 
The proposed infrastructure contains a number of entities used for the implementation of our 
proposal with the main characteristic of the mutual interaction among them mainly using 
streaming. The entities used are described below: 
Video terminal: Any kind of electronic device that has a network adapter, a web camera, 
speakers and microphone, and runs the NetMeeting v3.0 client. It may be a PC, a laptop, or 
even a personal digital assistant (PDA) capable to be connected through broadband. Video 
terminals (clients) need to operate a VPN client software (e.g. Microsoft Net meeting). When 
loaded on the computer, this software allows the client to create a secure VPN tunnel across 
the Internet and into another network fronted by a VPN server. 
VPN Server: A computer server that runs compatible software in order to function as a VPN 
Concentrator. VPN Concentrator has the ability to authenticate and connect external clients to 
the VPN. A VPN server cooperates with a Domain Controller for the authentication of 
external clients. Windows Server-level operating systems like ‘Windows 2000 Server’ have a 
‘VPN server’ built in. In our proposed scenario the VPN Server runs Microsoft ISA Server 
which comes along with a built in VPN Concentrator which contains the data-base with all 
the users. As this server is going to be used for streaming, the hardware involved should be 
adapted accordingly to accommodate the special requirements of streaming, becoming 
something like a small scale streaming server. 
Gate Keeper Server: A computer server that runs the Gatekeeper software. GateKeeper 
software assigns virtual telephone numbers to video terminals that are connected to it. These 
virtual numbers can be used from the video terminals in order to call other video terminals 
and create a video conference section. The Gatekeeper is responsible for the initiation of 
video-calls and the management of video conference sections. In our proposal Microsoft 
Gatekeeper Server is used. 
 
3. IMPLEMENTATION OF THE PROPOSAL 
 
The topology used in our proposal is based on the Internet Infrastructure. The basic object of 
the architecture is the CENTRAL NODE that contains the connected servers who are 
responsible for the management of the video conference process. They are behind a hardware 
firewall (e.g. CISCO PIX) and a software firewall like the one in Microsoft ISA Server. The 
main advantage of Microsoft ISA Server is that it includes a firewall and also operates as a 
VPN server. 
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The process has the following stages. First each video terminal is connected to the Internet. 
Neither the type of the connection, nor the provider of the connection are pre-defined, but the 
user can freely choose his connection. Each video terminal may be connected using any type 
of line and any provider. 
At the next level the VPN Server should also be connected to the Internet using a rather 
superior broadband line that shall have the ability to manage the network load. VPN server is 
also connected to the Gatekeeper server and to the Domain controller that controls access to 
network resources forming a local private network. 
As a result the proposed architecture consists of two main levels: 
(a) The VPN (Virtual Private Network) level. 
(b) The GateKeeper Level. 
The role of the VPN server is to provide the necessary network services for Video Conference 
terminals. The VPN server at the next stage joins video terminals that belong to different 
networks (as said before video terminals’ connection are independent of type and provider), to 
the same network segment. In order to achieve that, the VPN server assigns to each connected 
video terminal a unique virtual IP address that is based on one pre-defined subnet created for 
this purpose by the administrator of the VPN. 
This way we achieve that each video terminal will have the ability to connect to another VPN-
connected video terminal. 
This is truly crucial for the implementation, since in order to use video conferencing services, 
the video terminals must belong to the same network segment. Additionally, the VPN server 
provides high encryption. All video terminals communicate with each other with at least 128-
bit encryption, providing a secure environment for the exchange of information. 
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The role of Gatekeeper Server is to handle all video terminals connected to the VPN. After a 
video terminal is connected, the Gatekeeper assigns to each one a unique pre-defined virtual 
telephone number. The format of the telephone number can be set by the administrator of the 
system. After that a video terminal may initiate a call to another video terminal by calling its 
virtual telephone number and so a video conference session is initiated. 
 
4. Advantages of the proposed use of educational vpn for streaming 
 
1. Each video terminal is connected to the Internet and all are concentrated to the VPN server 
interacting with each other. The video conferencing services function independently from the 
connection type or provider of the internet connection of the video terminals. This feature 
eliminates all topological limits that have to do with the terminals’ connections. Using 
traditional methods video conferencing may be initiated by two specific video terminals that 
are connected with direct lines (mostly leased lines) with each other. 
2. The proposed infrastructure if fully scalable and flexible. Upgrading the internet lines 
results to better video conferencing and adding new video terminals is a simple process that 
only needs the connection of new video terminals to the VPN server (registration of new 
terminals can be done automatically). On the other hand the traditional approach needs 
additional works for the connection of extra nodes and additional leased lines. 
3. The proposed architecture offers high level of security. 
4. Cost analysis: Implementation costs are divided into setup costs (one-off) and maintenance 
(annual) costs. Setup costs mainly concern the central node, while maintenance costs concern 
the annual cost for video terminals’ connections. Setup Costs (VPN Server, Gate keeper 
Server, Domain Controller, Firewall) is no more than 22000€ while Annual Costs (Central 
Node, Each Video Terminal) do not exceed 4000€.. 
 
5. Some implications for the learning –training process 
 
1. Delivery of streaming material 
We can imagine the teaching of the same thematic unit in two schools with different culture 
and consider using a third school where the same thematic unit has been taught, as an 
educational observer. The students of the third school can be considered as “judges” and 
record their attitudes about the teaching and the questions set by the other two schools’ 
students. To implement such an educational setup we could, at first, consider conducting 
research by comparing-connecting schools, the educational parameters which characterise 
them being somewhat different. This situation can be found, for example, in different 
European countries with different educational systems but with similar background culture 
(e.g. Greece versus Cyprus), but also in the same country between regions with different 
“sub-cultures” (e.g. Athens versus remote rural places in Greece). This way, useful 
educational observations can be made during such first-time implementation, as any 
measurements taken will have the best educational advantage, precisely due to the 
dissimilarity between the various locales. Such research will investigate the various methods 
of educational implementation, as well as the issues associated with the integration of this tool 
into everyday teaching practices. It would focus on the advantages offered by the various 
educational techniques, and would provide useful clues as to the way we could proceed to 
achieve further proliferation of this technique, in a way that would offer the best educational 
advantage. 
 
2. Investigation of the application of a learning theory through the use of teleconference and 
streaming media. As far as the case of Problem-Based Learning (PBL), which involves a 
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constructivist approach to learning6, the combination of the above can give answers to 
research questions in relation to this learning theory. This can be realized by videotaping (for 
example) the solution that a school offers to a real problem, as well as other schools’ students’ 
interventions during the process of the problem-solving. Moreover, a problem can be solved 
by many schools simultaneously. The features of PBL are essential for enhancing student 
learning in context, elaboration of knowledge through social interaction, meta-cognitive 
reasoning and self-directed learning7. The process of PBL that requires the individual to seek 
information and knowledge to construct new understanding, meanings and concepts and the 
collaboration between peers towards the solution of authentic and real-world problems can be 
readily supported by current communication media as teleconference and streaming media8. 
3. Teleconference and streaming media can enhance and coach metacognitive strategies. This 
can be realised through the streaming transmission to all video terminal clients of the 
activities that followed during the problem-solving process. This argument is based on the 
research for the components of effective self-regulation of learning9. 
4. Teleconference and streaming media can help the instructional approach for the 
significance of social interactions and the research on reciprocal teaching, guided and co-
operative learning10 
5. The self-explanation studies also show that most students do not spontaneously self-
explain. However, students start self-explaining more when they are guided11 or even just 
prompted to do so12. These results suggest that it can be greatly beneficial to integrate 
teleconference to problem solving with individualized guidance to learning from examples 
through self explanation and provision of the streaming material to other students. 
6. Current research approaches seek for “reflexivity13”, which means slightly more than being 
aware that your involvement helps to create the behaviour you wish to study14. So, instead of 
being focused on individual’s learning in the traditional sense, it now focuses on the 
individual in relation to the others placing importance on the socially constructed knowledge. 
7. Role of teacher. Teaching is a live process and no matter how carefully the teacher has 
planed the lesson he/she never knows what else might be needed during the course. The 
reasons extra resources might be needed are multiple: The need might arise from a question 
coming from a student. Current events to which the students are aware might also prompt 
interest on a specific aspect of the subject taught at the time. Alternatively, the course of 
teaching might lead the teacher to show to his pupils “a new way of acquiring knowledge”. 
8. Teacher training. Teleconference and transmission using streaming media can be very 
useful for teacher training. Let us imagine a training agency that “produces” educational 
material during the course of training and trainees intervene while the transmission of the 
material is realized through a streaming video (Live Help Desk) There could also be a video 
saved in the training agency which may be requested at any time by the trainee. 
9. Through the use of simple software, the students can create their own videos. They could 
then transfer it to a computer, upload to the website of the school unit and allow it to be 
streamed to other schools, while (for example) they discuss with teleconference with these 
other schools. 

6. A plan for educational implementation of vpn: communication, interaction and 
dialogues using streaming media 

The emerging pressures for the adoption/usage ICT in a school-learning context are 
increasingly expressed by teachers and students, as well as pedagogical specialists and 
professionals in the ICT sector. We are in the process of implementing a scheme which we 
hope that will provide some answers to such problems, as well as further investigate and 
document any difficulties encountered. The planed application/scenario refers to teacher-
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training for the “exploitation of ICT in the educational process”, and assumes that all teachers 
receiving this further education have already achieved a relatively high level of maturity in 
ICT usage, as well as a familiarity with of some features of interactive computing. This is a 
fundamental assumption for the success of the proposed scenario as planed. On the other hand 
it is a plausible assumption as there were some previous basic ICT-training programs, and all 
new trainee-participants have been carefully selected to be the highest achievers amongst 
those already trained. Our scenario involves the installation of the servers (mentioned before) 
in one training centre (central node), while other training centres will play the role of video 
terminals –in a peer-to-peer level. This will be  realized during the phase that academic 
trainers teache teachers-learners an educational scenario in a specific discipline (e.g. Physics) 
using ICT techniques, while at the same time the same scenario is taught in other training 
centres. The scenario can also be implemented during the evaluation phase of this educational 
program; during evaluation teachers who have completed their training, are obliged to create 
their own educational scenarios using ICT, by incorporating network technologies and using 
appropriate educational software to teach various aspects of school the curriculum. 

The whole proposal will be used to investigate among others: 
 

• Use of streaming media  for educational purposes at one or more of the training 
centres  

Learning based on collectively seeking, sieving, and synthesizing experiences rather than 
individually locating and absorbing information from a single best source 
(http://www.schule.at/dl/summary_scenario_6-STPKC_(2).pdf, Accessed 21 May, 2006). 

• Active learning based on real/simulated experiences, with frequent opportunities for 
reflection  

• Expression through nonlinear, associational webs of representations rather than linear 
“stories” (i.e. authoring a simulation and a Web page to express understanding, rather 
than on a paper)  

• Co-design of learning experiences personalized to individual needs and preferences  
• Use of a database with streaming material. This database can be installed in one 

training centre or in a portal and the academic trainer can make reference to this 
material or even better to use that during the teleconference. 

We should mention here that despite the fact that real-time video streaming can be achieved 
even with just a “media player” and a “messenger service” like Yahoo or MS-messenger, this 
is not the optimal solution due to a number of reasons. Setting the servers (VPN etc.) in a 
central node has the advantages of: 
Security, easy distribution of files, uploading which depend only on “your own server”, cost 
being adjustable to your needs according to the current occasion, and finally the creation of a 
specific profile of users (persons, schools, training centres etc.) according to their specific 
needs and the training program under consideration. 
 
In the mid nineties, the proliferation of the web reinforced further the concepts of accessibility 
and interactivity, but it added a new important element, namely integration. This referred to 
interlinking with other web materials, including communication and collaborative tools. 
Young and Asensio15 describe this interplay of image, interactivity and integration as the 
“three I´s framework”. 
In a pioneering study, Hoban16 conducted a meta-study of research on the pedagogic value of 
film. He found that the use of moving images could help the students to improve retention of 
concepts, facilitate thinking and problem solving and that it could be in some cases as good as 
an instructor in communicating facts or demonstrating procedures. 
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Interactivity in the original sense was not confined to computer-human transactions but 
included: 
a. Access: availability of the material asynchronously and independent of location 
b. Choice: a library of materials to view on-demand. 
c. Control: ability to start, stop, pause, skip and review material. 
The rise of the web in the late nineties promised even greater access and choice. With video 
streaming, unlike earlier web multimedia, the user does not have to wait to “download” a 
large file before seeing the video or hearing the sound. Instead, the media is sent in a 
continuous stream and is played as it arrives. 
Integration deals with the possibility of combining video with other interactive elements such 
as communication and assessment tools. The impact of these new combinations of video and 
networked applications has still to be explored and evaluated. Although video can be used on 
its own, on the web it can be interlinked with slides, supporting texts, discussion boards, chat, 
resource links, self assessment quizzes and so on to form or as part of a virtual learning 
environment. This brings the possibility of designing novel learning experiences and ways of 
interacting with the media17. 
Our proposal includes the creation -by a scientific board - of a questionnaire to investigate, 
among other issues, the pedagogical shift under the impulse of streaming media in a training 
program. The components of the questionnaire will expand the space of influence of certain 
factors in the learning-training process. Some of the components will explore the 
effectiveness of certain learning theories within a web-based environment in the delivery of 
course material in the form of scenarios using ICT, the collaboration between the trainers and 
learners towards the solution of authentic and real-world problems for the creation of different 
scenario etc. As regards as the investigation of the use of streaming media in education, our 
proposal involves the incorporation of exploratory software in the streaming material, study 
into classroom practices through the use of streaming material, how learning occurs within 
collaborative learning environments through the use of streaming media  in order to answer 
certain questions for the collaborative learning (learning takes place when groups engage in 
single-answer tasks, where elaborate explanations are generated and prompt answers follow 
any questions that arise within the group work, or learning takes when there are variable-
answer tasks including group goals etc.), .the effectiveness of streaming media as a  form of 
computer-based instruction, the relation of streaming with interactivity and individualisation 
etc. 
 
7. DISCUSSION AND CONCLUSIONS 
 
In this article we turned out attention to an investigation of online streaming media and 
teleconference use for educational purposes in the framework of encompassing learning 
theories with ICT. Our brief review indicates that is imperative that web portals and databases 
containing suitable streamable materials should be developed and maintained properly. 

Classification of the material using an easy and well-defined way (using for example 
XML) can give the possibility for learners and teachers to use streaming media for teaching 
and learning as well as to create their own material and cooperate. The problem of cost can be 
solved by providing broadband connection only to some video terminals, whereas from the 
training programmes a number of selected teaching cases can be used and saved in the data 
base which will be developed. 
When applying the learning model of constructivism as a gauge, e.g. inside a normal tutorial 
and training software, it becomes obvious that this software is not supporting teaching and 
learning as effectively as it could. Especially the advantages of the Internet cannot be ignored 
in the teaching and learning practices .The possibilities for a learner to get support while he is 



 9

attempting to gather information and construct new knowledge from it are greatest with 
simulation and modelling type software, and with role playing18 with additional support by 
telematics-based communication and information retrieval. 
Using Streaming media and Teleconference as an easy and low-cost solution for teaching and 
training, we will have to take into account: 
a. the specification of goals, contents, methods and organisation for learning, 
b. the role playing by the teacher and the trainer, the design of software functions (application 
functions i.e. the user's actions on the real object, adaptation functions i.e. to adapt the 
software to specific user requirements, control functions i.e. to control the computer system , 
meta functions i.e. to support the usage by help information) 
c. and the design of the interaction between learner and system. 
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